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Fraud Awareness
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dYou can’t prevent ‘a

« yourself being a ( \(
target, but you can
prevent yourself from
being a victim.
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The Volume Crime of our Time

WWW.I‘USI.OI‘g ‘ ‘\‘
Fraud against UK citizens, businesses and the UK public purse has \
reached epidemic levels - it is the * volume crime of our time’'. (
" e L B B
-
It is the crime to which UK citizens are most likely to fall victim. ‘

lts impact on the private sector has consequences for both the stability of
individual companies and the broader reputation of the UK as a place to do
business.

SOURCE: https://rusi.org/publication/occasional-papers/silent-threat-impact-fraud-uk-national-security a



Fraud Awareness

Strength through Partnerships
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UK ActionFraud A
National Fraud & Cyber Crime Reporting Centre :
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Leaders in fraud prevention 3
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National Cyber D c P c U

Dedicated Cord and Payment Crime Unit
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Fraud Awareness

The journey of a scam...
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[ Nloun:
¥ The use of deception to manipulate individuals into divulging

N confidential or personal infermation that may be used for
fraudulent purposes.
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Fraud Awareness

If a stranger approached you in the street and asked for your name, address or your bank account details
- would you give it to them?

— o WA NN, % B U SN L

For most of us, the answer would be NO - however the majority of fraud, scams and cyber crimes
committed today start with a stranger making contact - for them INFORMATION is the key.

— cmnamiie e 4+ 85 | 2NN -BUchOW do they g?;t it? A
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‘ / PayPal £
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' m National Crime Agency —~
TalkTalk amazon _O =114 4 INHS |
. BE Microsoft H"’ \&eenue NETFLIX ¥ Microsoft 0 Ie
‘ Nits ‘ ( Q . 4 \ i~ HW Revenue
\ SeNEms / \ 00¢ le & Microsoft / \ & Customs vogny /
Vishing Phishing SMiShing
Criminals will call you and Criminals will send you Criminals will send you text
pretend to be legitimate, emails often masquerading messages in an attempt to
,  well known companies , as legitimate companies _ phishinformation from you /




Phishing & SMiShing are very successful ways for criminal to gather information on their next victim -
do any of these look familiar?

Monday, 2 March 2020

TV LICENSING

Today @ nvEssaces

HMRC +44 7716 095868

We need to verify a recent

have determined that you

are eligible to receive a tax

refund of 228.37 GBP

Click here to begin:
https://hm.rc07-notifications.com// 4.5,

Text Message
Yesterday 22:59

transaction made today
using your debit card to
IKEA Online Store for
1,680.00 GBP. If you
recognise the transaction,
please ignore this message.
If you do NOT recognise the
transaction, please contact
the Fraud Prevention team
immediately on
03300945238 for further
assistance.

02:We were unable to process
your latest bill. In order to avoid
fees, update your payment
information via: https://
02.uk.bill963.com/?202=2

PayPal:Your account has been held due to an
unauthorized payment. Please go to Https://
, verify-account-ref820.com to remove this block

Lloyds: A new device has set

You have received a payment
from REF: #48009604P0.

up a new payee via mobile

banking. If this was NOT you,

Direct Debit Alert

Tomorrow is your last chance to rema)

You won't be covered if you let your |

HM Revenue
& Customs

Your Account is Temporarily Limited because we haven't heard
from you.

We will ask you to update your information as soon as possible

Your Netflix membership has been
suspended, Click below for further

visit: http://online-view-

https://tinyurl.com/Top-Acc- B e o] before your account will be suspended in the next 24 hours.

As we couldn't take the latest payme:
account, this amount will also need td

information. https://netflix- Friday 29 Nov - 14:08 Add SeLUR yaur e Divect et How can you help?
gb.ftr3.su/nfx/verify.php You have been sent a payment via FO"OW the link above for It's usually quite straight forward to take care of these things.
Paym, the UKs mobile payment service. details. Most of the time, we just need some more information about your
To receive your funds visit http:// Netflix.com: Service Reminder - A Message From Customer Service #C3EASNQL account or latest transactions.
paym.com.mx/receive and complete 0 .
. istrati b v e
EE:We were unable to process your registration process g .

latest bill. In order to avoid fees, c
update your billing information via: Topto load previcw
https://ee-update.ref34.com/?ee=2

NETFLIX

29 Nov, 14:08 SMS with N at w est

Today, 20:54

amazon

Something went wrong. Dear Customer,

NatWest received a request to
update your new mobile number
ending with xxxxxxxx783 ifyou
dont recognise it visit https://sec
urenwchannel.info to update.

We have placed a hold on your Amazon account and all pending orders (Jul 5,
04:28:14 prv).

Your credit card on file with us recent "
attempting to charge It It may have e| EXPires on June 15, 2020 20:12:23.

deactivated for other reasons.
T <microsoftenable@outlooks.com>
T
(@ s der er problemer med v adele

m sen, kan i Kike her or at £ vist den  en webbrowser

Please follow this ink to update your
information on file with us. It your car
within the 3 day grace period of the o

Suspicious login attempt. Unlock your
account with online verification. https://
data-verification--commbank.com/cgi

s Your HSBC account
has been locked for
security reasons.
To re activate,

We look this action the hilling information you povided did not match the:
information on file with the card issuer.

To resolve this issue, please verify now with:

subscription may be cancelied.

ooa - Billing address
please visit: Bearvstomen Q) Office 365 " Phanemamber
— Card details
Your ApplelD is due to expire eone who came in contact with Hipkr

Simply click button below:

tested positive or has shown Congratulations, you've won

s for COVID-19 &

Today, Please tap http://bit.do/
cRgb6 to update and prevent
loss of services and data.

Your Password for JESS's due to Expire on June 15, 2020 20:12:23,

the £500 gift from Argos. Don't
miss out! Your gift is valid until

See below to restore and keep the same Password.

Restore it here

Ignorance might lead to mail malfunction or loss of data.

If we are unabie to complete the verification process within 3 days, all pending
orders will be cancelled.

AR SISTRRt D Sat 9th November 2019 :

We appreciate your patience with our security measures

Sincerely,
The csis.dK T

Thank you for your concern.




You’'ve got mail...

20:57 - 20:53

RoyalMail: Your parcel has a £2.99
shipping fee, pay this now at https:
//royalmail-unpaid.com/. Failure will
= . Full Name
result in your parcel being returned
3 to sender. Name

0 A royalmail-unpaid.com/expres H Y A royalmail-unpaid.com

Card Holder Name

Card Holder Name
Date of Birth (DD/MM/YYYY)

Card Number
@ ?@1 Text message @ Date of hirth

Card Number
Email Address

) Card Expiry Date
Email Address

MM / YY
Phone Number

20:50 [OR Pl | Card CVV
Phone Number

{0 A royalmail-unpaid.com/expres (€ 3 ove
Address

an Account Number

Royal Mail Address

Account Number

Royal Mail: Your Package Has A City Sort Code
£2.99 Unpaid Shipping Fee, To

Pay This Now Please Visit City KX-XK-XX
https://royalmail-unpaid.com If

You Do Not Pay This Your Postcode
Package Will Be Returned To SUBMIT
Sender Postal Code




have determined that you
are eligible to receive a tax
refund of 228.37 GBP

Lets take a closer look at the message from ‘HMRC". . . Rt

https://hm.rc07-notifications.com//

oIl EE 4G 11:07  100% == Wl EE 4G 11:08 < 100% == Wl EE 4G 11:09 < 100% == Wl EE 4G 11:09 < 100% == Sl EE 4G 1:12 < 100% (==
@ hm.reQ7-notifications.com

® hm.rc07-notifications.com (M ® hm.re07-notifications.com (D ® hm.re07-notifications.com (D Password ® hm.re07-notifications.com (N

GOV.UK Kies t ke the site simpler. Find soofese soefees
g, . {7 GOV.UK {7 GOV.UK |

a;b GOV.UK Telephone

=150 This is a new service - your feedback will help us =150 This is a new service - your feedback will help us | =130:W This is a new service — your feedback will help us
toimprove it toimprove it to improve it

This is a new service your feedback will help us English | Cymraeg English | Cymraeg Address Line1 English | Cymraeg

English | Cymrace You are eligible fora Enter your details | Enter your details
Address Line 2

- Please provide your personal details to continue Please provide your card details to continue
Tax Refund Form Tax-Refund

Please je your full name and postc > to
Please provide your full name and postcode to You are eligible for a tax refund in a value of Date of birth N
verify if you are eligible for a tax refund 312 50¢

To receive your tax return press "Start" button | | |

Folinanic Mother's maiden name : Card number

Postcode: FE3K OFF

Date: 2020-03-04 11:08
Postcode ate E-mail address Expiry date

Amount: 312.50£
| | | Cockies Privacynotice Terms and conditions |

All content is available under the Open Government

Licence v3.0, except where otherwise stated

Full Name Postcode Date of Birth Mothers eMail Address Password Telephone No.
Maiden Name

Full Card Card Expiry Card Security Bank Sort Bank Account

Postal Address Name on Card Number Date Code Code Number .



Fraud Awareness

Invoice re-direction / Mandate fraud

Third Party

ull 02-UK 4G 10:56 @ 49% &4

2 Message

. Payrhent Advice

- [ From:
-— To:

5 November 2019 at 11:32

Payment Advice

Good morning J h

Due to general audit going on our general account, find
attached our new bank details where the payment should
be made to. Kindly update your records Accordingly and
note that all future payment should be made to the new

— - bank details. - i
e

4
Kindly send a mail of acknowledgement to confirm you
got the new details.

&

Regards



Invoice re-direction / Mandate fraud

. BelfastTelegraph picita

Hi 15°C | Lo 13°C Belfast | WEATHER |
» A

HOME NEWS SPORT BUSINESS ENTERTAINMENT LIFE CARS OPINION ARCHIVE -
Northern Ireland | UK | Republic of Ireland | World | Politics Brexit | Health | Sunday Life | &
Home » News » Northern Ireland
Email scams totalling almost

. |
£800,000 reported to PSNI in July
Chief Superintendent Simon Walls has warned that scammer
will go to great lengths to trick their victims.

Belfast Telegraph
News Opinion Business Sport Life Entertainment Travel SundayLife = Sections
and UK Republicoflreland World Politics Brexit Health Education Courts Obituaries  Archive
raph
. -~ . . . | Travel SundayLife = Sections .

Irish firm sent 65,000 euro to fraudulent account in bid to —

W Analysis

buy PPE machine

Gardai in Waterford are investigating the scam with assistance from the Garda National Economic Crime

Bureau.

Home-movers warned scammers could be targeting their
deposit or other finances

UK Finance is urging home-movers to protect themselves from criminals who may send them fake invoices
or try to intercept their post.

Source: UK Finance - Fraud the Facts 2020

Ireland » Irlsh News

Warning as Irish firms lose millions in
sophisticated invoice scams

Two firms lost €650 NNN raranthy in tha en rallad inunica radiractinn frand

e THE IRISH TIMES

Mon, Sep 2, 2019
Ronan McGreevy
- NEWS SPORT BUSINESS OPINION LIFE & STYLE CULTURE
Crime & Law | Brexit | Ireland | World | Politlcs | Soclal Affalrs | Health | Education

We use cookies to personalise content, target and report on ads, to provide social medi

For more information see our Cookie Policy.

Dublin Zoo victim of €500,000 internet-
based fraud by organised gang

Zoo tricked into paying invoices into bank account controlled by fraudsters

IRISH BUSINESS REPORTS LOSSES
OF €4.4M DUE TO INVOICE
REDIRECT FRAUD

>




CEO fraud

O The fraudster will have done their homework, they will have an idea who 5
is the correct person to target, i.e. who has the ability to make transfers.

wllEE ¥

< Inbox

Urgent Payment!

-
A Typically they attempt to instil a sense of urgency about the payment \‘
being processed - about to board a flight, or need to seal a deal! ‘

Hi Geoff,

Sorry for the informal email, | can't get
access to my work email on my phone,
‘ith the SecureMail
‘se it with

O A tendency to target key holiday periods has been noted, Easter, Twelfth - \
Fortnight, Christmas etc. - when is it likely that the CEO/CFO/CRO/FD [

would be out of the office?

ayment, or

A They will either have a ‘spoofed’ e-mail address, or provide an excuse for
‘/ not using their corporate mailbox. Can you spot the difference?

- joe.bloggs@danskebenk.co.uk joe.bloggs@danskebank.com.uk

joe.bloggs@danskebank.co.uk joe.bloggs@dankebank.co

joe.bloggs@danksebank.co.uk joe.bloggs@danskesbank.co.uk

14



Fraud Awareness

How to keep it safe...

Keeping both yourself and your business safe does not need to be difficult

Here are some tips to help ‘keep it safe’

| Do you have controls in place and
are they being followed?

Ensure strong, unique passwords

are used on all your accounts and

enable two-factor authentication
(2FA) where available.

For new payees or changes to
existing ones - always
account details with the intended
beneficiary sending any
funds.

Speak with your IT provider who
can help.

~oror oo is key - communicate
these key risks amongst your
colleagues.

Do you have a fraud adverse
culture & are colleagues
empowered to challenge?

Protect your devices
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The journey of a scam..

]
)
2
wd
0
Q
=
L

po10Me100011010100101000

Awareness

Controls

MANIPULATION

Strong
Passwords

Protected

Devices




Report a phishing email by forwarding to:

report@phishing.gsov.uk

Danske .
e.Jr toansw

we cani

Report a SMiShing SIVIS by forwarding to:

/726

as many
with

ns

\ ’A copy of tO(Q/s recording, p tations and
| informahon can be accesse m our Danske

Adv urce page ur we
eban uk/busin'adv

ge




