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Fraud

\What we will discuss today

e \What is fraud?

* How do criminals get your data?
* How to protect your data

* \What is social engineering?

* How to keep yourself safe

* \What is Money Mule fraud?




3



_

Can you think of any
examples of how fraudsters
might try to target people?



Data
Criminals will try and steal your data, or better still get you to give it to them.

Manipulation
Called ‘social engineering’, they will use the data to make you do something
you'd otherwise not have done.

Fraud
Criminals steal money from you, or better still they’llget you to send the money
to an accountundertheir control.
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Criminals will target you through

e Social Media

* Phone

e Text

e Email

e Computer Viruses



How do criminals get your data?
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Searching online

Criminals will harvest
data from your SoMe
or online accounts




Does this look familiar?

Texting with 07422 737384 (SMS/MMS) 20:57 20:53

RoyalMail: Your parcel has a £2.99 {3 A royalmail-unpaid.com/expres H {3 A royalmail-unpaid.com/payme (&)
shipping fee, pay this now at https:
//royalmail-unpaid.com/. Failure will Full Name

result in your parcel being returned
o to sender. Name

8 min | Card Holder Name
Date of Birth (DD/MM/YYYY)

@ F@ Text message @ \'.JJ Card Number
Date of birth

Card Holder Name

Card Number
Email Address

Card Expiry Date
Email Address Py

20:50 MM/ YY

Phone Number

: s . Card CW
O A royalmail-unpaid.com/expres (&) ¢ Phone Number .
cve

e Address

Royal Mail Account Number

Address
Account Number

Royal Mail: Your Package Has A i Sort Code
£2.99 Unpaid Shipping Fee, To

Pay This Now Please Visit City
https://royalmail-unpaid.com If
You Do Not Pay This Your

Package Will Be Returned To Postal Code

Sender

XX-XX-XX

Postcode
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How to protect your data

\
‘ Be suspicious of messages that come ‘out of the blue’

‘ Never click on a suspicious link

\

|

TO STOP FRAUD ‘ If in doubt just say ‘no’

‘ Reportand block suspicious accounts, numbers or ‘friend request’
/




10



Social engineering

Social Engineeringis when a criminal tries to manipulate you into doing something you otherwise
would not have do. They do thisthroughtryingto trick you, or to exploit a need, or via blackmail.

Some common tactics are:

Safe Account Scam Fake Ads

Criminal convinces you to transfer all
of your money to a 'safe account' by
telling you that your bank account is
under threat, or that there are
suspicious transactions

Criminals post adverts on SoMe and
online platforms for goods that
usually don't exist, or that are
defective or stolen

Sextortion

Criminals pretend to be someone
else and trick you into sending them
personal pictures which they use for

blackmail
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How to keep yourself safe
‘ Never move money to another account for ‘security purposes’

‘ Never reveal PINs, bank or card details, internet banking log on details or passwords
\

|
|

/

‘ Be wary of unsolicited messages or requests

T0 STOP FRAUD

‘ If you suspect someoneis a criminal blockand report them -and ask for help
/
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* Criminals use social media accountstopromote an
attractive lifestyle where getting money seems easy.

* They will contact you offering easy ways to make
‘quick cash’

* You might be approached online or in person

* They might post what looks like a genuine job ad

* \Whatis a Money Mule video: What is a money mule?
- Money Mules
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https://moneymules.co.uk/what-is-a-money-mule/
https://moneymules.co.uk/what-is-a-money-mule/

* You could go to prison forup to 14 years

* |t will be difficulttoget a phone contract
* Your bank account will be closed

* You will find it hard to access future finance meaningit may be hard
to buy yourfirst car or home

* You will have problems applying for credit
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Money mules

Becominga money mule will not only have negative
consequences foryou - it enables devastatingcrimesto be
carried out against other, more vulnerable, people.

Being a money mule funds:
e Sexual Exploitation

* Human Trafficking

* Drugtrafficking

e Paramilitary Groups

e Terrorism

17



Money mules

< #instantcash
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‘Get rich quick’
Account Control

Criminal use Social Media to get Fake Job Ad

your attention. In their posts they'll Criminals will offer you money to Criminals post fake job ads offering
explain how they quickly turned ‘buy’ your account or to use it to high paid positions and lots of
£100’sinto £1000’s.They lure ‘hold’ some money for a short ciirE e EEiE
victims by promising similar period of time
returns
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Types of fraud

There are many different
types of fraud, but we've
shared a few that you can
be aware of.

)

How to protect your
account

We've shared some tips
and hints on how you can
look after your account
and thingsto look out for
that might point to fraud.

How to keep yourself
safe

Ways you can look after
yourselfand practical
advice on whatyou can
do to stay safe.

Danske

Awareness about
Money Mule fraud

Fraudsterstarget young

people to become Money

Mules. If you can spot the
crime, you can stop it.
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