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This document is critical to the effective recovery of business operations.  A copy of the plan must be held offsite and readily available at all times.  
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1.0 Emergency Actions

1.1
ACTION TO BE TAKEN IN THE EVENT OF A MAJOR SITE INCIDENT (Tick boxes when actions have been completed)

	
	1.
	If necessary initiate the evacuation of the building using the appropriate evacuation procedures.  The emergency evacuation / muster points for this Business are                           . The secondary meeting point is                        .

	
	
	

	
	2.
	Contact the Emergency Services on 999 if appropriate.

	
	
	

	
	3.
	Ensure all staff under your control are accounted for (whether or not the building has been evacuated).

	
	
	

	
	4.
	Respond to any staff injuries.

	
	
	

	
	5.
	Ascertain the immediate nature of the incident and the current status; fire, explosion, water damage, power failure, gas leak.

	
	
	

	
	6.
	Contact all members of your Management Team and advise them of:

	
	
	

	
	
	
	· The status of the disaster.

	
	
	
	· A meeting place from which to manage the incident (i.e. contingency site if building evacuated).
· Immediate arrangements for evacuated staff.

	
	
	


2.0
Plan Overview

2.1 Introduction 

This contingency plan should address a range of scenarios, which may result in the need to invoke the plan.  Loss of;

· key staff

· premises

· processing

· IT

· Public Utilities - Power, Gas, telecomms etc.

· third party systems and processes

· dependencies

2.2
Key Business Resumption Considerations
The following will support the recovery process, larger organisations may have separate business departments for each function; 

· HR - provision of services to staff; welfare, resourcing, transport, accommodation 
· Communications - management of media and public relations

·         Facilities Mgt  - resolution and management of property issues, non IT equipment, salvage issues
· Technology - provision of IT systems - support and recovery
· Finance - provision of funding to meet required expenditure

3.0
Emergency Contacts & Responsibilities 

3.1 
Total Number of Staff within business
	Total
	


3.2.0  Recovery Team Leader (Senior person who will lead recovery actions)
	
Name
	
Position
	Tel:

Work
	Tel:

Home
	Mobile

	
	
	
	
	


3.2.1
Alternate Recovery Team Leader

	
Name
	
Position
	Tel:

Work
	Tel:

Home
	Mobile

	
	
	
	
	


3.3
Recovery Team (key individuals within the business who will help recover business operations)
	
Name
	Tel:

Work
	Tel:

Home
	Mobile
	Staff No
	Position

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


3.4
Call Tree / Full Staff List 
	Name
	Staff No
	Position
	( Work No
	( Home No
	( Mobile 

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


3.5 
Skill Sets Inventory

Enter details of skills held by the team. 

Critical skills are the specialist skills required to carry out normal business critical processes.

General skills are skills held by team members which are used on a day to day basis.

	Team Member
	General Skill
	Critical Skill

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


4.0 Critical Process & Recovery Time Objective Assessment

	CRITICAL PROCESS
	RTO 4hrs
	RTO 6hrs
	RTO 12hrs
	RTO 24hrs
	RTO 48hrs
	RTO 72hrs
	RTO 1 week
	RTO 2 weeks

	Eg Process ABC


	
	
	X
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	


4.1
Critical Process Activation

[Enter headline details of the requirements for each process identified in section 4.0 above.]
	
Process
 Name
	
Recovery Time Objective (RTO)
	
Contingency Location
	
No. of
 staff req in contingency
	Systems / kit
 required incl PCs
	
Hours
 per day (allocated to process)
	Contingency
 in place
 Yes / No

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


5.0 Critical Process Workarounds

Workarounds should be developed for each Critical Process relevant to the specific type of outage (e.g. loss of I.T., loss of buildings, loss of key staff, loss of telecommunications, loss of 3rd party service providers and loss of vital records.
	Process Name


	Outage
	Workaround

	Process 1  Eg Process ABC
	Loss of I.T.
	

	
	Loss of buildings
	

	
	Loss of key staff
	

	
	Loss of telecommunications
	

	
	Loss of 3rd Party Service Providers
	

	
	Loss of internal dependencies
	

	
	Loss of vital records
	

	Process 2 
	Loss of I.T.
	

	
	Loss of buildings
	

	
	Loss of key staff
	

	
	Loss of telecommunications
	

	
	Loss of 3rd Party Service Providers
	

	
	Loss of internal dependencies
	

	
	Loss of vital records
	

	Process 3
	Loss of I.T.
	

	
	Loss of buildings
	

	
	Loss of key staff
	

	
	Loss of telecommunications
	

	
	Loss of 3rd Party Service Providers
	

	
	Loss of internal dependencies
	

	
	Loss of vital records
	

	
	
	

	
	
	


Copy page to record additional processes as required

6.0
Dependencies - Service Providers, Customers and External Agencies

[Enter details of other teams/suppliers on which you will have a dependency for completing a process/es] 

	Process Name
	Process Description
	Name & Address of Service Provider / Function/Team / Name & Address of Customer
	Service Provided / Type of Contract
	Contact Name
	Tel:

Work


	Tel:

Home / Mobile
	Fax:

Work

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	Third Party Service Providers

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	Main Contacts

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


	External Agencies & Relationships

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


6.1
Any other information

[Include in this section any further information which will aid the recovery of the business processes].
7.0
Contingency Operating Location

[Enter the contingency operating location for the business or for each process . 
	Building (address / )
	Floors(s)
	Access & Security Arrangements etc
	Date contingency Site Last Visited

	
	
	
	

	
	
	
	

	
	
	
	


8.0
Vital Records and critical documents

[For each process, list all the vital records.]

Detail vital records in the table below, by definition they should comprise the documentation needed to support the operation of the process and must be available within the period specified for the recovery of the process. 

Storage should be at a secure but accessible site (24 hr), sufficiently far from the normal place of operation so as not to be affected by the initial incident- e.g. greater than 3 miles apart.

	Process

Description
	Full Description

(of Vital Record)
	
Normal Location Address
	Contingency Storage Address                             
                                   Access Contact -

Name & Tel
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